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Introduction: Digitization and the Risk Puzzle 
in Indian Banking

D
igitization has fundamentally 
transformed the Indian banking 
system. Over the past decade, banks 
have invested heavily in core banking 

modernization, digital delivery channels, cloud 
infrastructure, data analytics and integration with 
India’s digital public infrastructure. Platforms 
such as the Unified Payments Interface (UPI), 
Immediate Payment Service (IMPS), Aadhaar-
enabled payment systems and account aggregators 
now support transaction volumes and customer-
reach unprecedented in scale and speed.

From a management accounting and control 
perspective, digitization promised structural 
improvement. Automated workflows were expected 
to reduce human error, real-time data availability 
was assumed to enhance managerial oversight and 
standardized platforms were believed to strengthen 
internal controls. Regulatory direction reinforced 
this optimism. The Reserve Bank of India (RBI) 

has consistently emphasized technology-driven 
efficiency, financial inclusion and improved 
governance, while Basel III norms underline 
stronger operational risk management and capital 
adequacy.

However, observed outcomes increasingly 
diverge from these expectations. Indian banks 
have experienced repeated digital outages, payment 
system disruptions, cybersecurity incidents and 
compliance failures directly linked to automated 
systems. Payment failures have simultaneously 
affected millions of customers, attracting regulatory 
scrutiny and reputational damage. Rather than 
dispersing operational risk, digitization appears 
to have concentrated it.

This contradiction gives rise to a central 
management accounting puzzle: Why does 
digitization, designed to reduce operational risk 
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and improve control, frequently amplify operational 
and systemic risk in Indian banks?  

Case Context: Digitization at Scale in Indian 
Banking

Bharat Bank initiated a multi-year digitization 
program aligned with RBI priorities for digital 
banking and financial inclusion. The program 
focused on four objectives: reducing cost-to-
serve, expanding digital customer acquisition, 
strengthening regulatory compliance and 
improving enterprise-wide risk visibility. Customer 
interactions were migrated to mobile and internet 
platforms, UPI and real-time payment systems were 
integrated, retail credit decisioning was automated 
and centralized dashboards were implemented for 
financial, operational and risk reporting. Initial 
outcomes were favorable. Transaction volumes 
increased significantly while unit processing 
costs declined. Customer onboarding accelerated, 
particularly in semi-urban and rural markets. 
Management accounting reports became faster 
and more granular, enabling near real-time tracking 
of volumes, margins and channel performance.

Over time, however, vulnerabilities became 
evident. A routine software update disrupted 
payment services at a national level. Heavy 
reliance on third-party fintech partners introduced 
cybersecurity and data privacy risks, attracting 
regulatory attention under RBI’s outsourcing and 
IT governance guidelines. Automated compliance 
systems generated high volumes of alerts but 
failed to prioritize material risks, forcing manual 
intervention at scale. During peak transaction 
periods, internal controls weakened rather than 
strengthened. Bharat Bank’s experience reflects 
a broader industry pattern. Digitization improves 
efficiency during stable conditions but magnifies 
fragility during stress, revealing the Digital Risk 
Paradox at the core of modern Indian banking.

Theoretical Resolution of the Digital Risk 
Paradox

1. Operational Risk Economics and Digital 
Architecture

Operational risk economics distinguishes 

between the frequency and severity of loss events. 
Digitization reshapes this relationship. Automation 
and standardization reduce the frequency of routine 
errors but substantially increase loss severity when 
failures occur. In Indian banking, centralized 
digital platforms process millions of transactions 
per hour. Manual failures tend to be localized 
and incremental. Digital failures, by contrast, are 
immediate, widespread and reputationally severe. 
From a management accounting perspective, 
digitization shifts operational risk toward low-
probability, high-impact tail events. Traditional cost 
analysis, variance reporting and efficiency metrics 
are poorly suited to capture such risk. Digital 
architecture theory explains this shift. Many Indian 
banks digitize by layering new applications over 
legacy core systems rather than redesigning system 
architecture. This results in tightly coupled systems 
with opaque interdependencies. Apparent efficiency 
improves, but systemic fragility increases.

[Conceptual illustration of declining error 
frequency and rising loss severity with increased 
digital centralization]

2. Risk Propagation in Interconnected Digital 
Ecosystems

Indian banks operate within a highly 
interconnected digital ecosystem comprising 
NPCI payment rails, cloud service providers, 
fintech APIs, telecom networks and regulatory 
reporting platforms. Digitization intensifies these 
interconnections. Systems theory suggests that 
tightly coupled networks are prone to cascading 
failures. A localized disruption—such as an 
API malfunction or cloud service latency—can 
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propagate rapidly across institutions. Transaction 
speeds far exceed the speed of managerial escalation, 
rendering traditional approval-based controls 
ineffective. For management accountants, this 
creates a measurement problem. Risk propagation 
costs are systemic rather than activity-specific. 
Losses materialize suddenly and disproportionately, 
distorting performance evaluation and obscuring 
accountability.

[Cascading disruptions across interconnected 
digital banking components]

3. Governance Gaps and the Limits of the 
Three Lines of Defense

The traditional Three Lines of Defense model 
assumes stable processes and clear functional 
boundaries. Digitization challenges both 
assumptions. In practice, digital initiatives in 
Indian banks are often business-led, technology-
executed and risk-reviewed after implementation. 
Risk and audit functions frequently lack visibility 
into architectural design decisions, while automated 
controls generate extensive data without sufficient 
interpretive capacity. Accountability for digital 
failures becomes diffused across functions. 
Although RBI guidelines emphasize integrated 
IT governance and oversight of outsourced service 
providers, execution often lags strategic ambition. 
Consequently, many digital failures reflect 
governance weaknesses rather than technological 
shortcomings.

Institutional and Behavioural Dimensions of 
Digital Risk in Indian Banks

Beyond technology and governance, digital risk 

in Indian banking is shaped by institutional and 
behavioural factors that are often underappreciated 
in management accounting systems. Public 
sector banks, in particular, operate under legacy 
organizational structures, hierarchical decision-
making and compliance-driven cultures. Digitization 
is frequently layered onto these structures without 
corresponding changes in accountability, skill 
sets, or risk ownership. At Bharat Bank, digital 
initiatives were evaluated primarily on volume 
growth and cost reduction targets. Line managers 
perceived technology risk as a centralized function 
rather than a shared operational responsibility. This 
behavioural separation weakened risk ownership at 
the front line, despite RBI’s emphasis on business 
accountability for operational risk.

Management accounting systems inadvertently 
reinforce this behaviour. Budgets reward visible 
efficiency gains, while digital risk exposures remain 
largely off-balance-sheet until failure occurs. As 
a result, managers rationally prioritize short-term 
performance metrics over long-term resilience. This 
institutional misalignment explains why repeated 
regulatory advisories on operational resilience often 
fail to translate into operational change. Without 
embedding risk-adjusted incentives and behavioural 
accountability into performance measurement 
systems, digitization will continue to amplify latent 
vulnerabilities.

CMAs as Risk Managers in the Digital Banking 
Paradox

1. CMAs as Architects of Risk-Adjusted 
Measurement Systems

In digitized banking environments, efficiency 
gains achieved through scale and automation often 
mask growing operational fragility. CMAs are 
uniquely positioned to address this imbalance by 
embedding risk-adjusted logic into management 
accounting frameworks. At Bharat Bank, 
performance dashboards emphasized transaction 
volumes and cost efficiency, while operational loss 
severity, outage impact and compliance breaches 
were treated as peripheral indicators. CMAs can 
correct this distortion by integrating operational risk 
metrics directly into product, channel and platform 
profitability analysis. This approach aligns with 
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RBI’s emphasis on enterprise-wide risk oversight 
and ensures that digital returns are assessed on a 
risk-adjusted, rather than purely volume-driven, 
basis.

2. CMAs as Integrators across the Three Lines 
of Defense

Digitization blurs traditional boundaries 
between business operations, technology and risk 
management. While the Three Lines of Defense 
framework remains relevant, its effectiveness in 
digital banking depends on continuous integration 
rather than sequential review. CMAs, positioned 
at the intersection of finance, operations and 
governance, can serve as integrators across these 
lines. By translating technical risk indicators—such 
as system downtime, control overrides, or third-
party dependencies—into financial and strategic 
implications, CMAs enable senior management 
and boards to make informed decisions. 

3. CMAs and Regulatory Alignment in Digital 
Risk Governance

Indian banking regulation places growing 
emphasis on operational resilience, IT governance 
and outsourcing risk. RBI guidelines implicitly 
rely on robust internal measurement and reporting 
systems to ensure effective implementation. By 
systematically capturing the costs of service 
disruptions, regulatory breaches and remediation 
efforts, CMAs make the economic consequences 
of weak digital governance visible to decision-
makers. In the Bharat Bank case, regulatory scrutiny 
intensified only after major incidents occurred. A 
CMA-led framework would surface early warning 
signals through cost trends, control exceptions and 
risk concentration indicators, enabling proactive 
intervention.

4. CMAs as Stewards of Digital Resilience
CMAs are now active stewards of digital 

resilience. Their measurement choices influence 
how banks balance growth with stability and 
innovation with control. By embedding risk-
adjusted thinking into digital investment appraisal, 
performance evaluation and governance reporting, 

CMAs help shift the focus from short-term 
efficiency to long-term resilience. 

Why Digitization Concentrates Risk in Indian 
Banks

The Digital Risk Paradox arises because 
digitization concentrates risk through scale, speed 
and standardization. Indian banks operate at 
exceptional transaction volumes, magnifying the 
impact of any disruption. Standardized processes 
remove variability but also eliminate buffers 
that historically absorbed shocks. Performance 
management systems reinforce this concentration. 
Digital initiatives are typically evaluated using 
growth metrics, transaction volumes and cost 
efficiency indicators. Risk-adjusted measures—
such as operational loss severity, outage duration, 
system resilience and regulatory breaches—receive 
comparatively limited emphasis, despite Basel 
III’s focus on operational risk capital. As a result, 
digitization enhances visible efficiency while 
embedding latent fragility.

Managerial Implications: Actionable Insights 
and Resolution Models

1. Resolution Model 1: Modular Digital 
Architecture for Risk Containment

Indian banks must transition from monolithic 
digital platforms to modular architectures that 
contain failures. Bharat Bank’s experience illustrates 
how tightly integrated systems allow localized 
defects to cascade across the enterprise. Modularity 
enables functional isolation across payments, 
onboarding, lending and reporting systems. From 
a management accounting perspective, modular 
design supports clearer cost attribution, improved 
risk-adjusted capital allocation and more disciplined 
investment appraisal.

2. Resolution Model 2: Real-Time Operational 
Risk Sensing

Digitized banking operates continuously, yet 
risk monitoring often remains periodic. Bharat 
Bank’s delayed detection of system stress 
highlights this gap. Banks should embed real-
time operational risk indicators within digital 
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and accountability.

5. Resolution Model 5: Reinterpreting the 
Three Lines of Defense for Digital Banking

The Three Lines of Defense must be adapted 

for continuous, technology-driven operations. 

Business, technology, risk and audit functions 

should operate on shared, real-time data rather 

than sequential reviews. Clear ownership of digital 

risk must be established, supported by board-level 

oversight and transparent reporting mechanisms.

[Integrated 3 Lines of Defense governance 
framework for continuous digital risk oversight]

Conclusion: From Digital Efficiency to Digital 
Resilience

The Digital Risk Paradox demonstrates that 

digitization does not eliminate risk; it redistributes 
and reshapes it. In Indian banking, where scale, 

speed and interconnectedness are exceptionally 

high, this reshaping can amplify systemic 

vulnerability if not managed deliberately.

For management accountants and banking leaders, 

the implication is unambiguous. Digitization 

strategies must be supported by risk-adjusted 

measurement systems, modular architectures, 

real-time monitoring and strengthened governance 

structures. Only through such integration can 

digitization deliver sustainable value consistent 

with RBI expectations, Basel III norms and the 

long-term stability of India’s banking system. 

platforms. Analytics-driven monitoring of 

transaction anomalies, system latency and third-

party dependencies can enable early intervention. 

Management accountants must shift from 

retrospective variance analysis to continuous risk-
integrated reporting.

3. Resolution Model 3: Risk-Adjusted Digital 
Performance Measurement

Digital success in Indian banking is frequently 

assessed using adoption and transaction growth 

metrics. These must be complemented by risk-
adjusted performance indicators. Operational 

loss experience, outage frequency, customer impact 

and compliance failures should be explicitly 

incorporated into digital ROI assessments. 

Executive incentives should reward resilience and 

stability, consistent with RBI expectations and 

Basel III principles.

[Balanced framework integrating growth, cost 
efficiency, operational risk and resilience]

4. Resolution Model 4: Design-Stage 
Integration of Cyber and Operational Risk

Cybersecurity and operational risk must be 

addressed at the design stage of digital initiatives. 

Security-by-design and privacy-by-design 

principles are essential, particularly under RBI’s 

data localization and third-party risk guidelines. 

Management accounting plays a critical role by 

classifying risk mitigation investments as value-
preserving capital expenditures rather than 

discretionary costs, ensuring sustained funding 
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