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Audit in Banking Sector

(Chapter - 6 : DISSA Course)
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RBI – Early Waning System (EWS) for Banks  

• A. Operation of Accounts 

 Bouncing of high value cheques

 Delay observed in payment of outstanding dues 

Frequent invocation of BGs and devolvement of LCs 

 Under insured  inventory 

 Funding of the interest by sanctioning additional facilities

Frequent request for general purpose loans. 

Frequent ad hoc sanctions 

 Significant increase in working capital borrowing as percentage of 

turnover



• B. Concealment or Falsification of documents, Fund diversion

• Concealment of certain vital documents like master agreement, 

insurance coverage

• Frequent change in accounting period and/or accounting policies

• Material discrepancies in the annual report

• Poor disclosure of materially adverse information and no 

qualification by the statutory auditors

• High value RTGS payment to unrelated parties

• Increase in borrowings, despite huge cash and cash equivalents in 

the borrower's balance sheet

• Not routing of sales proceeds through consortium / member bank/ 

lenders to the company



IS Audit : FY 20-21

• Name of the Core Banking Application

• (With Version) used by the Bank- Finacle – Version 

7.0.25
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IT Infrastructure of Bank

Key IT Application List 2020-21

1. Application =  Description

2. Finacle 7.0.25 = Core Banking Solution

3. Symantec Client = Security Antivirus

4. Fraud Risk Monitoring Solution=  FRM Application

5. Data De-Dup Application=  Customer de-duplication

6. SOC Application = Security Operation Center

7. Corporate Mail (E-Interact) = Mail Application

8. CISCO =  Router

9. Firewall (HW or SW based) & IDS /IPS=  Software based for Desktops

10. Internet Banking = E-Banking server

11. Access Control System = DR and DC and other IT offices

12. ATM CMS= Card Management System

13. SMS Alerts= SMS Server
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Purpose of IS Audit
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IS Audit objective
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Scope 
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IS Audit scope 
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Eligibility ( selected points)
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DC & DR – physical & environmental
review

• DC perimeter & physical access security design & 

processes

• DC material inward / outward security

• Power and backup

• Safety systems – fire & smoke detection, suppression 

systems

• Rack, cabling and earthing

• DC access surveillance & monitoring

• Housekeeping & vendor management

11



Central Bank of India 

• CYBER SECURITY AUDIT & 

• COMPREHENSIVE AUDIT OF CBS PROJECT & 

OTHER APPLICATIONS 
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Scope of Audit 
• Application Audit : Complete review of applications and security audit of all 

major applications including Core Banking Application (CBS-B@ncs24) and 

Delivery Channels i.e. Internet Banking, Mobile Banking (SMS/ WAP), RTGS/ 

NEFT etc. In-house developed applications. (Approximate 34 applications) 

• Top 10 OWASP Vulnerabilities : Compliance review of top 10 OWASP 

(Open Web Application Security Project) vulnerabilities, especially for public 

facing applications viz. Internet Banking, Mobile Banking, Corporate Website 

etc. 

• - VAPT (Vulnerability Assessment & Penetration Testing) : VA 

(Vulnerability Assessment) of all major applications including CBS & Delivery 

Channels, and Penetration Testing of public facing applications viz. Internet 

Banking, Mobile Banking, Corporate Website etc 

• IS Audit should comply the various guidelines issued by RBI time to 

time. 
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• 2. DC/ DRC Audit : Thorough Audit of bank‟s Data Centre (DC) at 

Navi Mumbai, Disaster Recovery Centre (DRC) at Hyderabad and 

Near Site at Navi Mumbai. Audit of Disaster Recovery and 

Business Continuity Plans for adequacy and conformance of BCP. 

Audit of effectiveness of Anti-virus system. 

• 3. Network Audit :-Network Infra & Security Audit

• Configuration Audit :- Configuration audit of various devices, 

especially for network & network security devices. 

• 4. Audit of ATM Project :- Security audit of ATM switch, ATM card 

related operations, ATM site audit (20 locations – Onsite/ Offsite), 

General review, Cash Management, ATM Branch related audit. 

(ATM locations – 4 Rural, 4 Semi-urban, 4 Urban, 8 Metro) 

• 5. Branch IS Audit :IS Audit of select branches at various Centers 

(10 branches – 2 Rural (1-VSAT), 2 Semi-Urban, 2-Urban, 4 

Metro) 14
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Aspire for a successful professional career.


