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Forensic Computing Defined

Forensic Computing is the process of
identifying, preserving, analyzing, and
presenting digital evidence in a manner that
IS legally acceptable in a court of law

Our interestis in ...
m |ldentifying and preserving evidence,

m "post-mortem” system analysis to determine
extent and nature of attack, and

m the forensic framework




‘ Importance of I'T Forensic Techniques
to Organizations

Corporate Fraud Losses in 2004

= Cost companies an average loss of assets
over $ 1.7 million

= A 50% Increase over 2003

= Over one third of these frauds were
discovered by accident, making "chance" the

most common fraud detection tool.
o PriceWaterhouseCoopers, Global Economic Crime Survey 2005




‘ Importance of I'l" Forensic Technigues to Organizations

The New Corporate Environment
= Sarbanes-Oxley 2002

= COSO and COBIT

= ISO 9000 and ISO 17799

= Gramm-Leach-Bliley Act

= US Foreign Corrupt Practices Act

= Companies Act 2013

...all of these have altered the corporate
environment and made forensic technigues a
necessity!




‘ Importance of I'l" Forensic Technigues to Organizations

Intellectual Property Loosses

= Rapid increase In theft of IP — 323% over five
year period 1999-2004

= /5% of estimated annual losses were to an
employee, supplier or contractor

= Digital IP Is more susceptible to theft
= Employees may not view it as theft




‘ Importance of I'l" Forensic Technigues to Organizations

Network Fraud

= Companies now highly reliant on networks
= Networks increasingly vulnerable to attacks
= Viruses, Trojans, Rootkits can add backdoors

= Social Engineering including Phishing and
Pharming

= Confidential and proprietary information can
be compromised

= Can create a corporate liability




‘ Importance of I'l" Forensic Technigues to Organizations

Security Challenges

= Technology expanding and becoming more
sophisticated

= Processes evolving and integrating with
technologies

= People under trained
= Policies outdated
= Organizations at risk

Technology

Processes




‘ Importance of I'T Forensic Techniques
to Auditors

= Majority of fraud Is uncovered by chance
= Auditors often do not look for fraud

= Prosecution requires evidence

= Value of IT assets growing

Treadway Commission Study ...

= Undetected fraud was a factor in one-half of
the 450 lawsuits against independent
auditors.

10



‘ Importance of I'l" Forensic 'Technigues to Auditors

Auditor’s Knowledge, Skills, Abilities

= Accounting

= Auditing

= IT (weak)

Needed ...

= Increased IT knowledge
= Fraud and forensic accounting knowledge

= Forensic investigative and analytical skills and
abilities
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‘ Importance of I'l" Forensic "I echnigques to Auditors

Knowledge, Skills, Abilities: Needs

Auditor’'s need KSAs to ...
= Build a digital audit trall

= Collect “usable” courtroom electronic
evidence

= Trace an unauthorized system user
= Recommend or review security policies
= Understand computer fraud techniques
= Analyze and valuate incurred losses
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Importance of I'l" Forensic "I echnigques to Auditors

KKSA Needs (cont.)

= Understand information collected from various
computer logs

= Be familiar with the Internet, web servers,
firewalls, attack methodology, security
procedures & penetration testing

= Understand organizational and legal protocols
for incident handling

= Establish relationships with IT, risk
management, security, law enforcement
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‘ Awdit Goals of a Forensic Investigation

Rules of Evidence

= Complete
= Authentic
= Admissible
= Reliable

= Believable
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‘ Awdit Goals of a Forensic Investigation

Requirements for Evidence

Computer logs ...

= Must not be modifiable

= Must be complete

= Appropriate retention rules
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‘ Digital Crime Scene Investigation

Problems with Digital Investigation

= TiIming essential — electronic evidence
volatile

= Auditor may violate rules of evidence
= NEVER work directly on the evidence

= Skills needed to recover deleted data or
encrypted data
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Digital Crime Scene Investigation

Extract, process, interpret

m Work on the imaged data or “safe copy”

m Data extracted may be in binary form

m Process data to convert it to
understandable form

0 Reverse-engineer to extract disk partition
Information, file systems, directories, files, etc

QO Software available for this purpose

m Interpret the data — search for key words,
phrases, etc.
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‘ Digital Crime Scene Investigation

Technology

m Magnetic disks contain data after deletion
m Overwritten data may still be salvaged

m Memory still contains data after switch-off
m Swap files and temporary files store data

m Most OS’s perform extensive logging (so do
network routers)
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‘ Digital Crime Scene Investigation

Order of Volatility

m Preserve most volatile evidence first

0 Registers, caches, peripheral
memory

a Memory (kernel, physical)
O Network state

0 Running processes

a Disk

Q Floppies, backup media
0 CD-ROMSs, printouts
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‘ Digital Crime Scene Investigation

Digital Forensic Investigation

A process that uses science and technology
to examine digital objects and that develops
and tests theories, which can be entered into
a court of law, to answer guestions about
events that occurred.

IT Forensic Techniques are used to capture

and analyze electronic data and develop
theories.
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‘ [lustration of Forensic Tools

Forensic Software Tools are used for ...
= Data imaging

= Data recovery

= Data integrity

= Data extraction

= Forensic Analysis

= Monitoring




Data Imaging

= Reduces internal investigation
= Automated analysis saves time
= Supports electronic records audit

= Creates logical evidence files — eliminating
need to capture entire hard drives
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Data Imaging

= Previews computers over the network to
determine whether relevant evidence exists:

Unallocated/allocated space
Deleted files

File slack

Volume slack

File system attributes

CD ROMs/DVDs

Mounted FireWire and USB devices
Mounted encrypted volumes
Mounted thumb drives

U

o 000000 0
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‘ Data Integrity

MD5

m Message Digest — a hashing algorithm used to
generate a checksum

m Avallable online as freeware
m Any changes to file will change the checksum
Use:

m Generate MD5 of system or critical files
regularly

m Keep checksums in a secure place to
compare against later if integrity is questioned
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‘ Data Integrity

MD5 Using HashCalc

D ata Format:

=101

D ata:

[~ HMALC

IFiIe j II::"«.-'-‘-.EG B3935 Fraudiforenszics articles. doc

F.eu Format;

L

I Teut ztring J I

W MD5
[~ MD4
[~ SH&1
[~ SHAZGE
™ SHa4384
[~ SHAG12

[~ PANAMA
v TIGER
™MDz

I~ ADLER3Z
¥ CRC32

IeEb45?4f4c54c1 bBc3463F31 0RFSdIE

™ RIPEMD1EO |

I?3fEatha4?5258eadac?caaEDI:u:IcE?Sdcf?Efd?d4h3891

|ad539813

el onlkep/
r ehule
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‘ Data Integrity

Private Disk

11" Dekart Private Disk

YA | Disk | Opiora | Recovery | Customize|
[7] Bun auroenatcaly on Syito stat
(V] Chck £ & rows version of Deluant Prvate Dk i avalsbie
[¥] Closing the wandow wil mminnize the program o Spstemn tackba
[ Enatie escr and opataion boorg
[ Explote dik after connecting
[7] Check foe gperad fles before duconnecting
[ Do rot thow eat program confrmation diaiog
(] Display con on System lask b
[¥] Agrocaste with < dpd> tie extenain
[T] Choose the dave jetter before connecting

[¥)Discorrect o duks after actily penod of 10 5 minutes
{ Restcre Defaults |
[ gou | Heo |

11" Dekart Private Disk

YA 12\ [ Duk | Optoes | Recovety  Cuttomoe

Urenourts the encrypted disk from e cpmatnrg
wystem

Exploces contant of the vitusl encrypled dik.

™

Shows and edits the kat of programs that ae
alowed to access the dak

1l

Shows and edits the st of programs that vall be un
atomaticaly on dek connectng

Mwmumdwedmw&

P D

Disconnect

Explote

Dk Erewal

Infoematon

[ sow || Heo |




Data Monitoring

File Edit “iew Fawvorites Tools Help

&P Back ~ &3 - [=] [&] 3

4! Ssearch = Fawvorites 6"" g - a:g}

Address I:fél'l htkp: ki, clug. org. zafwikifHow _do_I_keep_an_eve_on_my_computer's_logs_without_reading_them®:3F

O o e
Ok, now you will probably notice that 30% of the repont is dedicated to one or two daemons. You can either re-configure thern (i.e. reconfigure
smartd to ignore Temperature and Raw Error Rate), or get logcheck to ignore them. Here are some examples:

Security Example [=dit]

E Security Events

E May 29 06:4Z2:51 imago swartd[S521] @ Dewvice: Jdev/hda, SMART Prefailure Attribute: 1 Raw Read Error Rate changed from 66 €
! May 29 13:37:30 imago dhelient: receiwve packet failed on ethl: Network is down - - -

. May 29 17:01:07 imago kernel: device ethl entered promiscuous mode

E May 29 17:01:05 imago kernel: bridge—ethi: enabled promiscuous mode

' May 29 17:1Z:51 imago sSwartd[8521] @ Dewice: fdevs/hda, SMART Prefailure Attribute: 1 Faw_FRead Error_ Rate changed from 65 €
. Mawy 29 17:27:34 imago kernel: dewvice eth0 left promiscuous mode

E May 29 17:27:34 imwago kernel: bridge—-ethl: disabled promiscuous mode

¢ May 29 20:56:50 imwago sshd[28732] @ (pamm unix] authentication failure: lognaamse= uid=0 euid=0 tty=s5sh ruser= host=castle.o
. May 29 Z0:56:52 imago sSshd[z28732] : error: PAM: Aurthentication failure for stefanor from castle.owlsbarn.rivera.za.netc

E May 29 22:12:51 imago smwartd[8521] : Dewvice: fdev/hda, SMART Prefailure Attribute: 1 Raw_ Read Error Rate changed from 66 t©
o o o o o o e e e i __

Q<. | recanfigured smartd to forget about read error rates. | was messing around with netwarking, and | often do, so l'll ignore the promiscuous
lines.

The Debain Logcheck package maintains the files in the ignore directories. It is good practice to put your own ignores into local-
daesmon-—nazne files, so it won't touch them.

E Shwi{3r [ :0-3]4{11} [._[falnum:] -]+ kernsl: .% entered promiscucus mode §
coMhw{3r [ :0-9]1411r [._[:salnwn:]-]+ dholient: receive packet failed on eth[[:digit:]]: Network iz downf

l_ l_ l_ l_ l_ |a Inkternet



Data Monitoring

PC System Log

=1o| x|
Q File | Ackion  View  Window  Help ;[ilil
« | @m] E
Computer Management (Local) Tvpe | Drake | Tirne | Saurce | Category | Event | Lser ﬂ
Eﬁa System Tools @ Information  2/18/2007 Z:14:51 AM  Windows Update Agent  Installation 19 M
E@ Event Yiewer (EInformation  2/18/2007 2:13:53 &M Windows Update Agent  Installation 19 MJA
""" @Infnrmatinn 2118/2007 2:13:48 AM MEServicePack, Mone 4377 SYSTEM
""" @Infnrmatinn 2118/2007 21346 A Windows Update Agent Installation 19 1! -
-G Shared Folders @Infnrmatinn 2/18/2007 Z:13:40 AM MEServicePack, Mone 4377 SYSTEM
EEI-"E Local Users and Groups @Infnrmatinn 2118/2007 21336 AM Windows Update Agent Installakion 19 1!
-4 Performance Logs and Alsrts @Infnrmatinn 2118/2007 Z:12:599 M Windows Update dgent Installakion 19 1!
E. Device Manager @InFnrmatiDn 2/18/2007 Z:12:52 AWM MeServicePack, Mone 4377 SYSTEM
I=- Storage @InFnrmatiDn z2/158/2007 Z:12:21 AW Windows Update Agent Installation 19 M)
[+ &y Removable Storage @InFnrmatiDn 2/18/z007 2:12:03 AM  Windows Update Agent  Installation 19 M)A
..... Disk Defragmenter @Inﬁ:rmatinn 2/1gjzo007 2:11:29 AM  Windows Update Agent Inskallation 19 M A
Disk. Management @InFnrmatiDn 2/158/2007 2:10:24 AN Windows Update Agent Installakion 19 M)
IEEI--gﬁ Services and Applications @InFnrmatiDn 2/158/2007 2:10:13 AWM MEServicePack, Mone 4377 SYSTEM
l‘E:'IrnFu:urn‘uaI:il:un 2/18/2007 209024 AM Windows Update Agent Installakion 19 My
l‘;E:'IrnFu:urn‘uaI:il:un 2iajzon7 2:09:09 &M Windows Update &gent Installakion 19 {1
l‘;E:'IrnFu:urn‘uaI:il:un 2iajzon7 2:03:31 &M Windows Update &gent Installakion 19 {1
@Infnrmatinn 2118/2007 2:08:05 AM Windows Update Agent Installakion 19 {1
@Infnrmatinn 2118/2007 2:08:00 AR Service Conkrol Manager  Mone 036 {1
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Audit Command Language (ACL)

m ACL ISt
assisted

ne market leader in computer-
audit technology and is an

establis
Clientele

ned forensics tool.
iIncludes ...

= /0 percent of the Fortune 500 companies
= over two-thirds of the Global 500
= the Big Four public accounting firms
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‘ Forensic Tools

Audit Command Language

ACL Is a computer data extraction and
analytical audit tool with audit capabillities ...

sStatistics
sDuplicates and Gaps
sStratify and Classify
sSampling

sBenford Analysis
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Data Definition Wizard - Select Data Source

Specify haw o get your data file.

¢ Select Platform

[dentify Properties

Define Fieldz/Hecaords

Edit Field Properties

.............

™ Extemal

Definition:

'our file iz on a disk [hard drive, floppy or network, zemer).

Select ODEC to import data from ODBC compliant databases such az Oracle or
M5 Access, to name but byo, Thiz will take yow ta the ACL ODBC Yizard.

“our file iz either an A5/400 FOF, PLA . or a COBOL fle definition.

< Back Mest = Cancel Help




J File Edit Data Analyze Sampling  Applications  Tools  Server  Mdindow  Help

- -
3360 ®S 9NNy TPHED/ L4 NPAITIEE L
Poie.. > || [} welcome 2 |[T]] compfim [ Statistics ;'"w|
Elr:l Foren | Command: STATISTICS OM Revenues_ Last_yr TO SCREEM MUMBER 5
cd || Table: compfirm
& Fo
Revenues_ Last yr
Humber Total Average
Range - | 236329.00 -
Positive 5,346 |11,196 63350 | 2,094 40
Hegative 1] 0.00 0.00
£EI0S 1 646 - -
Totals 6,992 [11,196 638.80 | 1,601.35
Abs Value - |11 196 635 .80 -
Highe=st |Lowest
256.329.00 (0.00
232.571.00 (0.00
210,959.00 | 0.00
201.932.00 (0.00
o | . 201.932.00 (0.00
on [0 || LTe

||:|:|m|:|Firm

|Eu,992 Records



B} Forensics Project.ACL - ACL Yersion 8

File Edt Data Analvee  Sampling  Applications  Tools  Server  Window  Help

=18] %]

F&OSE GV EFERHEO A NPA TN

»

Project Mawigator =

=-{ ] Forensics Proje

ﬂﬁ complirm
b Faorensics_Pro

D Welcome ;'"wlmj compfirm D Skratify ;'"w|

4| | b

Command: ZTRATIFY OM Revenues_ Last vy INTERWVALS 10 TO SCREEM

Table: compfirm

Minimum encountered was 0.00
Maximum encountered was 256 32900

Revenues last yw |(Count Percent of Count |Percent of Field |Revenues_ Last yr
0.00 - 25.632.89 £,909 938.51% 52.85% 5917 85310
25,632.90 - 51,265.79 54 0.77% 17 .05% 1912 758190
51,265.80 - 76,898.69 12 0.17% §.95% 778,569.20
76,898.70 - 102,531.59 4 0.06% 2.94% 329,632.70
102,531.60 - 128,164.49 3 0.04% 2.95% 333,794.10
128.164.50 - 153,797.39 1 0.01 % 1.2% 134 187.00
153,797.40 - 179,430.29 3 0.04% 4.47% 500,573.80
179,430.30 - 205,063.19 3 0.04% 5.26% 589,3558.00
205,063.20 - 230,696.09 1 0.01 % 1.55% 210,859.00
230,696.10 - 256,329.00 2 0.03% 4.37% 455,800.00
Totals 5,992 100% 100% 11,196 635.50

Overview | Log |

| Texk | Graph |

ampfirrm

|E-,992 Records



File Edit Data Analvze Sampling  Applications  Tools  Server  Window  Help
GL&OS MUy TATAEDIANPAITHHESL
D Welcome ;'"wlm compfirm D Classify ;'"w| 9 b X
Command: CLASZIFY ON Industry SUBTOTAL Capital_Expenditures Growth_in_Revenue_ last_year ROE TO SCREEN ﬂ
Table: compfirm
Industry Count PE:::;?JTth PEE::: of Capital_Expenditures |Growth_in_Revenue_ last_year ROE
«3d spaces» 1,647 23.56% 0% 0.00 0.0000 0.0000000000
Advertising 28 0.4% 0.11% 72980 2.8691 -7 7430691224
AerospaceDefense B 0.93% 0.36% 3,627 .60 92737 -0.7091443540
Air Transport 42 0.6% 1.71% 10,985.50 41704 | -26.7134943353
Apparel E1 0.87% 0.13% g14.20 41095 | -15.1080127024
Auto & Truck 22 0.31% 7.05% 45 35400 15342 -3.281 7630075
futo Parts ar 0.52% 1.05% B 7E7.50 38520 8.65205565961
Bank 1 0.01% 0% 1.00 -0.2735 0.1362530414
Beverage (Alcoholic) 18 0.26% 0.23% 1,493.30 0.9024 -2 1822496855
Beverage (Soft Drink} 16 0.23% 0.73% 4 725 60 3327 -1 4602867950
Biotechnology 5 0.93% 0.33% 2 096.20 9.4486 | -35.17E747S67E
Building Materials 44 0.63% 0.2% 1,267 .90 2513 1.7837 356860
Cable TV 19 0.27% 2.03% 13,082.50 2.37495 -0.44031 24585 ﬂ

|
G|

||:|:|m|:|Firm

7je,992

Global Filker: (Induskry ="



‘ Forensic Tools: ACIL.

Benford Analysis

= States that the leading digit in
some numerical series Is
follows an exponential rather
than normal distribution

= Applies to a wide variety of
figures: financial results,
electricity bills, street
addresses, stock prices,
population numbers, death
rates, lengths of rivers

Leading
Digit

Probability

1

30.1 %

17.6 %

12.5 %

9.7 %

7.9 %

6.7 %

5.8 %

2.1 %

O 00N O~ W

4.6 %

35




'-.51 Forensics Project.ACL - ACL ¥Yersion 8

J File Edit Data Analvze Sampling  Applications  Tools  Serwver Window  Help

GB&EPH GMAABr ENEO LA NOAITONHLE

[ Welcome ;'"wlmj compfim | '} Benford ;'"w|

As of: 03/31/2007 10:32:28

Command: BENFORD ON Growth_in_Revenue__last_year LEADING 1 TO SCREEM

Table: compfirm

2030 zero amounts bypassed

Leading Digits | Actual Count | Expected Count | Zstat Ratio
1 1519 1434 0.7&7
2 894 874 0.736
3 619 g20 0.013
4 457 431 1.121
& 415 393 1.136
6 343 332 0.586
[ 245 288 2.384
3 245 254 0.472
] 221 227 0377
[
Graph |
||:|:|m|:|Firm B,992 Records | | | | A



‘ Data Monitoring

Employee Internet Activity

Spector captures employee web activity
Including keystrokes, email, and snapshots
to answer questions like:

= Which employees are spending the most
time surfing web sites?

= Which employees chat the most?

= Who is sending the most emails with
attachments?

= Who is arriving to work late and leaving
early?

= What are my employees searching for on
the Internet?
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Data Monitoring : Spector

Recorded Email

Spector CHE can record in detail all
incaming and outgoing company
email. as well as the employee’s
personal Internet email service,
such as Hotrmail, Yahoo or AOL,
meeting regulations for compliance.

Whenever email is sent or received,
Spector CHE creates an invisible
duplicate, including file attachments
that contain transacticon data, and
stores for later view. Even if an
employee later deletes the email,
Spector CHE will have saved an
exact copy.

##3 Click here to see the features
of the Email Recorder.

[
Bl ESC Weewd  Wnedoe  Hdn

-J A I Ema | SRR el Selew Fr Chatilkl Pk Keypichan n | Programs napahoty E—E_

b Fia aesd T ekt
B[ anou [ 1ype [ s [ Pcpers | St [ Ette recondesd

In Excharags Liw Latotis Caral Shallry Acstanr® Lrracpdie it Fri, Jaf 13, 0005 00206054 P#
ak ST crhebrvieshebyirreesirenct. . frank@greentooth.com  Heeting Scheduke Fri, Jon 13, 2033 02:07 142 PM
g Excharegs Corcll Shenllry Johun Debormar The Frospechus vou Regeesbed  Fra, Jan 13, 3000 00:00:31 P
Tk ool Shaslitey L= Iaiiscca RS Shoks Lipsiads Fri, Jun 1.3,
wag  Cawharags Caroll Sheskory e Dibow ey W Duasmign Spexifications Fri, Jan 13, 033 01:55:10 P+
ok Exxharnys el Sheley Lo losica Asoa® @SS Fri, Jan 13, 2005 00 :54:47 P8

L=
| wanled to lat you know of & new highly recommended stock buy: Frank X-Ray Corparation

They are a markel leader in their grawing field and earnings have increased over 50% each of the last
4 years, Yeb, they are irading al near 52 weeks lows, Relationghips batwesn mansgement and |abor
appear sEcure, wilh new conlrecis signed just last guaner, This looks like a steal to me, Lel me know
il you are ready to buy and | will place the trade,

sincenely,
C.Shelby

Paady. Tokal: &

|4 Internet



‘ Data Monitoring : Spector

Recorded Web Surfing

23 http:/ f'www.spectorcne.com - Spector CNE - Yiew Recorded Web Surfing - Microsoft

Close Window

(il Spector CNE Viewer - Recorded Web Surfing

The Web site recording toal in s __________________________________________________=/=/"l

Spector CHE will continually 7 : =
Ema SRR el Salea | hatli Pk EayEinchan -\.-- Programu napanoie L‘ L‘

monitor every web page that is

being accessed by the computers [T —— Vs Details P
on your network and save a record B T
af those URL: and Domain Mameas.
w0 O STANDERD
0 oo Do
With CNE's advanced and intuitive _'.—IW‘“-“M“-""
. . 5 . ek 0D
Web Site recaording, you're provided = 1 morespoaniesl i com
a quick, yet exact, picture of each - acheasb.com
individual’s web surfing.
s#¢ Click here to see the features Deorvasin Tt Ters [ Tora~ | Feemss [ Ao [wes  [ume
of the Web Site Recorder. shwant Com 11113043 A D0 LD L0 LD 0 LD 1
L Bo=a ] 11152 A 0132 LR g Rt g 3
FHIL D0 11 0H; 5 B D45 D4y DriEx4N ]
CPCE- 5 TR = 1L:0R3: 15 A CEsod 5 CECE e .
Aaady. Fri, o 13, D00% 110558 AM

|4 Internet



‘ Data Monitoring : Spector

Recording Keystrokes

www.spectorcne.com - Spector CNE - Yiew Recorded Keystrokes - Microsoft Int

Spector CNE Viewer - Recorded Keystrokes Close Window
H a2 iR TEST2000 HWAN L=
v b B | (= = d d.
Fle ESt View Favortes Window Hep
- ~— : VT Seyrisaes I s # Progrars 1 Scapehots h M
Click the Keystrokes ey g '_‘_"_"'“T I ‘ ;
tab to 5”513”".[)’ review e te.. View .| 55 wow z Saarth Fapvhoees Asiereed [T QUI-’J;)’ S‘f\a'(ﬂ the )
all Keystrokes typed. Program | Usemans | Kay Court | Program St Date : -~ recc.; eq Key§_t_rokes
A rphorer o 15 Yo, M 29, 2003 042152 P d.-xlad‘ or a'sper..xr.c
Snteerek Exphores Fue, , 2003 035434 PN word or phrase
View the identity of o L adam 10 Tun, 3429, 2000 041950 FM
gL (]S Cutionk atan 10 Tue, 2429, 2003 042222 M
th“‘. s .ogggd i ] rtweret Explorer tes a Tue, 3429, 2000 121859 PM
to the PC (Username) A Esplocer adam - Tus, 3429, 2003 042435 IN Keystrokes are saved
and the number of ﬂnscwm- adan 3 Tus, 3529, 2003 042341 PM chronologically and
keystrokes typed in ] N ovest tn 2 Tus, 2420, 2000 124622 ¢ PP TR
ea:h asplic: )l,ip"n (] Mo adam 2 Tus, 24 29, 2003 044029 PM by application.
s _pp P s A Caplorer e 1 Tus, 2429, 2000 103023 AM =
{(Key Count} S - — et e Sl
[Please sagn in - Miczoso® letemet Explorer]
7 PADACIODM . Do Preview pane displays
the title(s) of each
Window where typing
occured - plus - the
captured keystrokes
including keyboard
shortcuts (such as
<ALT» or «CTRL») and
hidden characters
{such as passwords).
Rnady. Admiristzabor | Irkeret Explorer | Fri, Mavy 02, 2000 13:10:58 PH
~ B Q | s SCElker - [Specter €. - LTI 222 m
L_Click for a LARGER View

|4 Internet 7




‘ Data Monitoring : Spector

Recorded Snapshots

/www.spectorcne.com - Spector CNE - Yiew Recorded Screen Snapshots - Microsoft Inter

Spector CNE Viewer - Recorded Snapshots

nCOTESTZE HWAN
" Fle Bt View FPlavbac Favarkes Window Heb

LT : > - -~
1] '] L 8 i A r L 1 L gt ¥ mn:‘.mul

Click the Snapshots - - > - - ~— - g 3

Snapshots of all PC [Fo Mag 52 10.34.46 ~ ]
Irdernet. | Fn Mag 02 10 34:46 AN W //games wahoo comvgames/s . » |  Kepwords -

and Internet activity. = ' =) export or delete

— A timeline slider lets

Easy-to-use VCR-like ot —_ skl
. A you quickly move to
playback comiol m BLACKJACK ey ER— | a snapshot taken at a
G === et ] .

Your Fathes specific date and time

] o ~
.
. . a; Record snapshots in

Jump to a snapshot of
any web site visited

-

[ full color or save disk
space by recording in
black and white

A + 5
.
2 3 o
: 2 A Buut
. T
» : . Q
5= |
o0 oK) =l
| S ——= ——————__S1 %
Sowpeiok Y536 § IS | Adearinks shox Intermet Explorer i, Mayy 02, 2000 10:3%:33 4
' 9 o# SCELser 2} Welcome W C:\Specto. e TESTN M 2 T Y 10038 AN

4 Click for a LARGER View |

|4 Internet 4




Data Capture : Key Iog Hardware

KeyKatcher

» Records chat, e-mall, internet &
more

" |s easler to use than parental
control software

» |dentifies internet addresses

= Uses no system resources

= \Works on all PC operating
systems

» Undetectable by software ~

www.lakeshoretechnology.com

42



‘ Developing a Forensic Protocol

= The response plan must include a
coordinated effort that integrates a number of
organizational areas and possibly external
areas

= Response to fraud events must
nave top priority

= Key players must exist at all
major organizational
locations

Technology

Processes
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‘ Developing a Forensic Protocol

End-to-End Forensic Analysis

First rule of end-to-end forensic digital analysis

o Primary evidence must always be corroborated by at
least one other piece of relevant primary evidence to
be considered a valid part of the evidence chain.
Evidence that does not fit this description, but does
serve to corroborate some other piece of evidence
without itself being corroborated, is considered to be
secondary evidence.

o Exception: the first piece of evidence in the chain from
the Identification layer
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‘ A Forensic Protocol/

Security Exposures

Organizations may possess critical technology

skills but ...

= Skills are lockec
Accounting, Auc

= Skills are centra

be decentralized

In towers — IT, Security,
iting
1zed while fraud events can

= Skills are absent — vacations, illnesses, etc
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‘ A Forensic Protocol/

The Role of Policies

= They define the actions you can take
= They must be clear and simple to understand

= The employee must acknowledge that he or
she read them, understands them and will
comply with them

= They can't violate law
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A Forensic Protocol/

Forensic Response Control

Incident Response Planning ...

= |dentify needs and objectives
= |dentify resources

= Create policies, procedures
= Create a forensic protocol

= Acquire needed skills

= Train

= Monitor
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‘ A Forensic Protoco!/

Documenting the Scene

Note time, date, persons present
Photograph and video the scene
Draw a layout of the scene

Search for notes (passwords) that might be
useful

If possible freeze the system such that the
current memory, swap files, and even CPU
registers are saved or documented
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A Forensic Protocol/

Forensic Protocol

= First responder triggers alert

= [eam response
o Freeze scene
a0 Begin documentation

= Auditors begin analysis
o Protect chain-of-custody

o Reconstruct events and develop theories
o Communicate results of analysis
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‘ A Forensic Protoco!/

Protocol Summary

= Ensure ap
= Preserve t
= Act immecd

oropriate policies
ne crime scene (victim computer)

lately to identify and preserve logs

on intermediate systems
= Conduct your investigation

= Obtain subpoenas or contact law
enforcement If necessary

Key: Coordination between functional areas
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‘ Conclusion

IT Forensic Investigative Skills Can ...

= Decrease occurrence of fraud

= Increase the difficulty of committing fraud
= Improve fraud detection methods

= Reduce total fraud losses

Auditors trained In these skills are more
valuable to the organization!

51



Questions or Comments?
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